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SERVICE SPECIFIC TERMS - PROFESSIONAL ARCHIVE 

These Service Specific Terms – Professional Archive shall govern Client’s use of the Professional 
Archive Services as set forth in the applicable order form or ordering document between the Client and 
Smarsh (“Service Specific Terms”). Unless expressly stated otherwise, capitalized terms contained 
herein shall have the meaning given them in the Smarsh Service Agreement. 

1. Service Description. “Professional Archive” is a SaaS Service that enables Client to capture and
archive Client Data from Client’s Third-Party Data Sources. Professional Archive can be
configured to oer several functionalities, such as  Policies or Cases, to support the review and
supervision of electronic communications.

2. Core Functionalities. Professional Archive oers the following functionalities:

a. Search – The search functionality allows the Client to search for and retrieve messages 
matching the search criteria set by the Client.

b. Cases – Cases enables the Client (a) to filter and review archived data based on defined 
criteria, and (b) to scope data exports. Cases allow the Client, at their discretion, to 
apply legal holds to selected data. 

c. Policies – The configuration and deployment of Policies by the Client enables the Client
to tag or flag electronic communications for later review based on the criterion set by
the Client.

d. Message Queues – To the extent configured, Message Queues provide the Client with
a review panel for those communications flagged or tagged by the Policies configured
by the Client. Message queues allow Client to action electronic communications.

e. Reporting – The reporting functionality enables the Client to monitor archiving metrics,
analyse policy eiciency, and manage user activity and content usage in addition to
other administration functionalities.

f. Self Exports – This functionality allows the Client to conduct exports of defined sets of 
Client Data within the platform using the standard tools and processes of Professional
Archive at no additional charge (as set forth in more detail in the Documentation).
Professional Archive’s Self Export capabilities are subject to the performance restraints 
in the Documentation.

3. Client Obligations. Client acknowledges and agrees that Professional Archive requires
configuration by the Client to correctly operate, and that Client is responsible for configuring any
applicable third-party platforms or systems used by Client to transmit Client Data to the
Professional Archive.  Client agrees that Client, and not Smarsh, is responsible for the
configuration and subsequent outcome of any retention or review polices deployed by the Client
within Professional Archive. If Client wishes to ingest any historical data into Professional Archive,
Client must provide such data in a format acceptable to Smarsh and such ingestion will be subject
to applicable professional services fees. 
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4. Policy Based Data Retention and Destruction. Client may use Professional Archive to retain and 
delete data based on certain retention policies, which are configured by the Client. The default 
retention Policy for Professional Archive is seven (7) years, unless specifically governed 
otherwise the applicable package or service purchased by the Client and set forth on an Order 
Form (“Default Retention Period”). If Client requires Client Data to be retained for longer than the 
Default Retention Period, additional fees will apply at Smarsh’s sole discretion. Client is solely 
responsible for ensuring that the retention policies implemented by Client within the Professional 
Archive comply with any applicable legal, regulatory, or other internal requirements applicable to 
Client. The Client is also solely responsible for ensuring that all retention policies are accurate, 
configured and verified prior to implementing any automatic data destruction in accordance with 
the policy.  

5. Service Environment. Professional Archive is hosted on a Smarsh-managed service 
environment located within the United States.  Client Data will be stored and maintained by 
Professional Archive within the United States. 

6. Service Levels. Professional Archive, and the relevant support services, will be provided in 
accordance with the Service Level Agreement (SLA) aached to this Agreement, or if no SLAs are 
present, the SLAs located at hps://www.smarsh.com/legal/ConnectedArchiveSLA. For the sake 
of clarity, in the event of a breach of these SLAs with respect to Professional Archive, Smarsh will 
provide Client with the service credit stated in the SLAs. The foregoing remedy is Client’s sole and 
exclusive remedy for a breach of the applicable SLAS. 

7. ADDITIONAL DISCLAIMER. SMARSH DOES NOT REPRESENT OR WARRANT THAT PROFESSIONAL 
ARCHIVE WILL ALWAYS BE AVAILABLE OR COMPLETELY ERROR-FREE. SMARSH DOES NOT 
GUARANTEE THAT USE OF PROFESSIONAL ARCHIVE BY CLIENT WILL ENSURE CLIENT’S LEGAL 
COMPLIANCE WITH ANY FEDERAL, STATE, OR INTERNATIONAL STATUTE, LAW, RULE, REGULATION, 
OR DIRECTIVE.  

8. Leer of Undertaking. Upon Client’s wrien request and only to the extent that Smarsh is 
providing an “electronic record keeping system” as described in SEC Rule 17a-4(f)(or similar SEC 
Rule such as 18a-6), Smarsh agrees to provide Client with an undertaking that (i) Smarsh’s 
archive software (as applicable) used by Client is an “electronic recordkeeping system,” and (ii) 
Smarsh will facilitate within its ability, and not impede or prevent, the examination, access, 
download, or transfer of the Client’s records by a representative or designee of the Securities and 
Exchange Commission as permied under the law, or a trustee appointed under the Securities 
Investor Protection Act of 1970 (“17a-4 Leer”). In the event that Client requires a 17a-4 Leer, 
Client represents and warrants to Smarsh that (i) Client (or a Client Ailiate) is subject to the 
rules of the Securities and Exchange Commission governing the maintenance and preservation 
of the records (e.g., Client Data) maintained by the Services, (ii) Client has “independent access” 
to, and the ability to download Client Data using Professional Archive, and (iii) Client consents to 
Smash fulfilling its obligations with respect to the provision of the Services under this Agreement 

https://www.smarsh.com/legal/ConnectedArchiveSLA
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and to Smarsh providing the required undertakings as set forth in SEC Rule 17a-4(f), including 
those required by 17a-4(f)(3)(v)(A), 17a-4(i)(1)(ii)(A, or any successor provisions. 

9. Designated Third Party.  If Client wishes for Smarsh to act as a “designated third party” under 
SEC Rule 17a4(f)(3)(v)(A), Client must provide Smarsh with advance wrien notice and the ability 
to consent to such role, and such consent may require Client to agree to certain reasonable 
conditions in order for Smarsh to act in such capacity.  

10. Amendment to Service Specific Terms. Smarsh may amend these Service Specific Terms by 
providing Client with wrien notice of any changes (including a general description of the 
changes), and such changes shall be deemed to be eective between the parties beginning on 
the date that is fifteen (15) days after the date of such notice, unless Client objects to such 
changes in writing within the fifteen-day period. 

11. Security & Sub-processors. The Professional Archive Services may rely on the Sub-Processors 
set forth in the Sub-processor Exhibit aached hereto. 
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PROFESSIONAL ARCHIVE SERVICES 

SUB-PROCESSOR EXHIBIT 

Sub-Processor(s). With respect to Professional Archive Services, the following entities are sub-
processors: 

Name Location Role 

Amazon Web Services, Inc. United States Cloud Hosting 

DataDog, Inc. United States Data Logging, Alerts & Application monitoring 

SnowFlake, Inc. United States Data Warehouse Service for Metadata 

Looker Data Sciences, Inc. United States Reporting & Analytics & Visualization 

CrowdStrike Holdings, Inc. United States Security; Treat Detection & Response 

 

 


