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In recent years, we have seen a shift within financial organizations to embrace, rather than
fear, technological advancements. Historically, concerns about compliance risks kept many
financial institutions from fully adopting digital collaboration tools. However, the landscape
is changing fast and there is an understanding that innovation is key to staying competitive
in a digital world.

This hesitation has been particularly evident with encrypted messaging platforms like
WhatsApp, which have become essential due to their popularity with customers, clients and
employees. While financial institutions were initially cautious about using such platforms
due to perceived data privacy and regulatory compliance risks, those that have adopted
these tools are gaining a competitive edge and increasingly outpacing those that have yet
to transition.

When integrated thoughtfully and in compliance with regulations, these tools can enhance
operational efficiency, improve customer engagement, and drive innovation. Given these
benefits seen by their peers, financial firms are beginning to embrace disruption and start
leveraging it as a catalyst for transformation.

The compliance blind spot financial firms can no longer ignore

This is most evident with WhatsApp. For many financial services professionals, the end-
to-end encryption messaging tool is ubiquitous and widely used to stay connected with
colleagues and clients.

However, many company policies prohibit the use of WhatsApp. Financial regulators aren’t
interested in banning individual applications; instead, they have issued guidance requiring
companies to ensure that the instant messaging tools used by their employees are
monitored and in compliance with existing recordkeeping rules, such as those outlined in
MiFID 1.

Ensuring adherence to these guidelines has been complicated by the fact that many
companies have implemented outright or partial bans on instant messaging tools, while
also adopting bring-your-own-device (BYOD) policies.

These BYOD policies, largely implemented to cut costs, make it more difficult for
businesses to monitor which communications apps and platforms their employees are
using. As a result, companies have lost the oversight they need to ensure compliance with
the bans.

In short, WhatsApp and other messaging tools are here to stay, regardless of whether an
organization’s compliance team can effectively supervise them or not.
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Unmonitored WhatsApp chats are unacceptable

In recent years, financial regulators in North America have increasingly fined financial
organizations for failing to properly monitor employee communications on platforms like
WhatsApp. The FCA launched a survey in 2024 on culture and non-financial misconduct,
which could signal potentially increasing scrutiny in Europe as well.

Some notable examples of the fines issued around encrypted app use in North America
include:

- January 2025: The SEC fined a major financial institution $4 million for improper use of
WhatsApp by its bankers

- September 2024: The SEC fined six credit rating agencies a combined $49 million
for failing to maintain and preserve electronic communications, including those on
messaging platforms.

- August 2023: Multiple financial institutions were fined a combined $555 million by the
SEC and CFTC for using unmonitored messaging platforms.

- October 2022: Regulatory authorities fined several banks $200 million each for failing to
monitor communications on messaging platforms.

The cost of inaction: Why WhatsApp implementation can’t wait

The compliance challenges surrounding the increased use of WhatsApp have been well
documented in the financial media in recent years. Multiple firms have received significant
fines due to communications monitoring violations. This doesn’t have to be the case.

To avoid these risks, financial services companies must embrace the tools their employees
are using and invest in the technology to enable compliant adoption.

Manage your risk profile with the Hybrid Workforce Risk Assessment Scorecard.
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https://www.fca.org.uk/data/culture-non-financial-misconduct-survey-findings#lf-chapter-id-what-we-found-how-firms-detect-non-financial-misconduct
https://www.sec.gov/newsroom/press-releases/2025-6
https://www.sec.gov/newsroom/press-releases/2024-114
https://www.sec.gov/newsroom/press-releases/2023-149
https://www.cftc.gov/PressRoom/PressReleases/8762-23
https://www.fnlondon.com/articles/us-whatsapp-crackdown-spreads-to-global-banking-regulators-b7040393
http://smarsh.com/guides/hybrid-workforce-risk-assessment-scorecard?utm_medium=PDF&utm_source=smarsh&utm_campaign=2022_Q2_EMEA_Guide_Banks-Embrace-WhatsApp
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Smarsh® enables companies to transform oversight into foresight by surfacing business-critical signals
from the most in-demand communications channels. Regulated agencies of all sizes rely upon the
Smarsh portfolio of cloud-native digital communications capture, retention and oversight solutions to
help them identify regulatory and reputational risks within their communications data before those risks
become fines or headlines.

Smarsh serves a global client base spanning the top banks in North America, Europe and Asia, along
with leading brokerage firms, insurers, and registered investment advisers and U.S. state and local
government agencies. To discover more about the future of communications capture, archiving and
oversight, visit www.smarsh.com

Smarsh provides marketing materials for informational purposes only. Smarsh does not provide legal advice or opinions.
You must consult your attorney regarding your compliance with applicable laws and regulations.
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